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Social Engineering Toolkit

The social engineering toolkit is a project named Devolution, and it comes with Backtrack as a

framework used for penetration testing. This framework has been written by David Kennedy nick named
as RelL1k. For more information about Social Engineering Toolkit (SET), please visit the official page at

Why am | writing on this framework?

Usually in a Pen-Testing scenario, alongside finding of vulnerabilities in the hardware and software
systems, and exploiting them, the most effective of all is penetrating the Human mind and get all
information needed first hand. This is the secret art called Social Engineering. The computer based
software codes and tools that facilitate this using a computer system is called as SET.

What can you expect from this article?

Well, this article covers on backdooring executables, and also evade antivirus that is implicitly taken care
by few scripts in this framework. We shall also touch upon on a scenario in pen testing where we see if
the employees of the organization are well aware of the security threats they face by the art of Social
engineering.

Introduction
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Spearphishing is a special type of an attack where you target a particular victim and not the mass,
analogous to the spear which can be used to attack only one person at any given point of time.
Let’s move on with this attack using SET.

On choosing 1 in the menu, we get another menu, where | shall be choosing 1, which is perform a mass

mailer attack. This attack send an email to the victim with a content that we want to deliver.
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Once you choose the pay load to send to the victim, it will ask for the victim’s email id. And it Il also ask
you to provide a valid gmail account and login to it, so that the mail is sent via this gmail account. There
is a provision for using your own SMTP server for emails also. The choice is left to the individual as to
how he would like to perform this attack.

There are ready made templates to choose from. Figure 4shows the templates available to be sent in
the form of a mail. There is always an option of creating your own template for the attack and save it for
future use. Creating your own template has its own advantage, that is, it Il evade the spam filters and
manage to reach to the inbox of the victim where he feels that the mail is from a legitimate source.
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Website Attack Vectors:

the link replacement settings in the set config if its too slow,

The multi-attack will add a combination of attacks through the web attack
ple you can utilize the Java Applet, Metasploit Browser,
Credential Harvester/Tabnabbing, and the Man Left in the Middle attack

all at once to see which is successful.
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knowledge. Other attacks like metasploit browser exploit method exploits the browser vulnerabilities
and pwns a meterpreter shell in the victim machine there by giving complete access to the system.
Credential harvester method as the name suggests helps in stealing the credentials of the victim.
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We choose the template that asks the
user for a JAVA plugin required. In the

subsequent menus, we choose the
backdoored executable shikata_ga_nai.
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powerful in pawning a meterpreter
shell in the victim.
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You mmst first click "Rus” for the signed Java component from Microsoft in order to view our site successfully. Java is a well trusted and industry used component for websiies victi msm ach i ne.
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This covers a brief about Social Engineer’s Toolkit. In subsequent articles different forms of attacks shall
be covered in future. If the readers have any requests on a particular topic or an attack to be covered,
feel free to contact me, anytime.



